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ABSTRACT

The majority of online application control organization or user’s data. The data
which is stored in the centralization, also contains sensitive and essential information
that could be relevant to the organizations. if someone accesses to the data, the entire
data can easily be compromised. In addition, malicious actors can alter database data.

Thus, data integrity without trusted in centralization or third party is required. The
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purpose of the study is to design and develop blockchain-based data integrity
framework in order to provide any applications to record information on the
blockchain. Proof-of-Work (PoW) algorithm has been used for the consensus. The
framework enables the applications to check the integrity without relying on
intermediary or third party. From experimental results, it revealed that this prototype

has demonstrated the effectiveness of the proposed solution.
Keywords: Integrity, Blockchain, Consensus algorithm.
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38897e73db13ac22f8c0c5bc4415f5dd43d9429

*Aaaon HASH ID*
*Aan OK wadugumsuurin®

*Aan Close WanduTuidondoyatki*

5UN 8 vihvedudunistuiinndoya

Ly v =

n3UT 8 utihaeBudunistiufindoya udsniigldnundn Tufin astunanindes
TorueaziBeavesteyaiitudinldun Public Key uaz hashid Ingliildnusisinaon
Public key wazAsvadunudoya (hashid) tieldlunsnsaaeunnuanysalvesdoya uas
Jldnuanansaszyideyalvuidudeyavesdld Tnensawasusiiums Public key iefnaon
foyadnsa vdandugldauain oK edudunstiufindeya udrastuudaieududin

Toyadsa

a9



JOURNAL OF ENGINEERINNG AND TECHNOLOGY UDON THANI RAJABHAT UNIVERSITY
S Vol.2. No.2. (July — December 2023)

Fll'u:ln Flﬁ_lfﬁﬂj

@ Blockchain-based Data Integrity Framework
Ny
# Generate Key asdoasulaialwa
2. Create Integrity Hash HASH ID
Q Integrity Check
& APl
<
llanuzjaqamsaaaau
goyaDAswALYSAT

Filename : activate cmd

Public Keys
3OB201Z2300d06092aB64866f70d01010105000382010f003062010aOZEZO10100acZSdf1f19bdﬂd252dd880e4dc4f3a755366B6d3cfb6€34eCC71691d44d356
62659 712ab21db. 76c12ae6b7e6d4058b697c8dc6d908b77546b4c3c4cab9be648balefbe2
9fb406a582. affc587193d26€74bd 5 B215ﬂa3b1 BbSdaSc4f5b10dd36( b7d3970f5f541eedbbal7cbf2bc92f2cc6e0ef207a6219f65b352d59ba2cccf8e31bed5fe004
24e18075596dcde049206608f2f6553bb923342aafdaa2200ffIdc7bae507055b 2fe9fc17556 35396 26b30ae5907368ae54cf4474f863230ec7c62aac577cb0c88
4d0f7a933327d38d0e3b9fee59003db61636f4022a0eflaacf909af07b0203010001

HASH ID -

ce4ce30a7d7af3dd7b8860b607129838ab2fIfObb8c Ide19ee0bb5161db645ecaa7d3dbb8467a4b2290cd0bd38897e73db13ac22f8c0c5bc4415f5dd43d9429
Date : 2023-04-2112:03:31760702

Verify : Success

JUN 9 M9BUARINANINTITABUY

31NUN 9 TPUULAAINANITATIFAUAINENY D] AgnuYainsonaAfdIunuteya

(hash id) IddmsunsiaaeuAduuveslayanseiudeyailadudin Inusuaninadayadnn

nsesaadaulaun Filename, Public Key, HASH ID, Date Way Verify

"hash": "008634a1eb6755949869ef7dc288528407F398b46893876cc575eT0d93e47F8Tb3036428c365706801137c15e62e9af6Bec@acabdi1bddc6db34255b6114e8ad™,
rindex": O,

"nonce": 533,

"previous_hash": "6",

"timestamp": 1682852982.5525791,

"transactions™: []

"hash": "@@aleb2c95a390868feB6576b123388b4b81a990e3ae0f19F05F79e6d8d31dd9abaddBdda3cbac38026311e3b001c 2dbbo3d67185ccafeb@dacScf6e65dbd75b"
"index": 1,
"nonce": 149,

s
"timestamp": 1682053411.773894,
"transactions™: [

1682053042999",
"filename": "activate.cmd",

"previous_hash": "00634a1eb6755949869ef7dc2885284077398b468e93876cc575eT0d93e47181b3036428c365706801137c15e62e9af60ec@aeabdd1badc6db34255b6114e8ad"

"hashid": "cedce38a7d7af3dd7b8860b607129838ab2f1ebb8cldel9eedbb5161dbbd5ecaaZd3dbb8467a4b2290cd1bd38897e73db13ac22f8c@c5bc4415f5dd43d9429",

"public_key": "38820122300d06092a864886T70d010101050003820107003082010a0282010100ac25df1119bd8d252dd88Be4dc4f3a75e36686d3cfbbe3decc71691d44d3
566e659e8282d28f9b1c68a7bd12e5b23b3abag9a8e8fal8T8cae96b712ab21db32382676c12ae6b7e6d4858b697c8dcbd988b77546bAac3c4cab96e648babefbc29Tbad6asd
2affca87193d26e74bd58215f1a3b18b5da8cafeb10dd36c1b7d3970f5F541eed6bal7 cbf2bc92f2cc6e@ef207a6213F65b352d59ba2cccfBe31bed5Te@424018075596dcd
e0492066081216553bb923342aafdaa2200ff1dc7bae507855b2fe9Tc175563539626b30ae5907368ae54cf44741863230ec/cb2aac577cbBc834d0T7a933327d38dae3bo
59083db61636T4022akeflaacf989afa7be203010001" ,

"sig": "@47f3f3103ae91e6130406e4a88b1a03d04e8c6883875TbI1bc149d8eaBe8e3adlbaaft@91T576cbb2c3bb7bebal7830bafbdbc 2baBbaa29ab8b293006b44051785bd
63a524eac247ecB88548a710cfbfded8edd4339a473afbebla7d00d81bc111f2cc12f7f025c50T2abbelef50c1a2a8dad743091358b03cd7e19bccbd8elallad490937 c304d
a2166c4223864104a45e6972df55c7855ae0d@fd@4e7 cd@96620bb8607@722ad63eb9175d88b2202b400170b2dccb807 c1c14f6c25c20d6d0@aTf1b7b386T6T158dd122c59
491967c8842a37e06b29Ta6a8031a349902191915205bd486cb7@a57fdf609eafa7fd9882a391212314d855563b1666696131" ,

"timestamp": 1632053411.7607016 ®

JUT 10 wihsedeyaudanivu

9n3U7 10 Mnnsneaesvdeniudmiumsuidsannuauysalvestoya auwiule

Tdeyanuatuudenaugniaiuidulig JSON lnsaviiseaziBenvedaya dale 3.1
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NIATIMNTIUAENT wazwalulad uninendesnvsigansenil

Uit 2 atiufl 2 (nanem - Suna 2566)

PnnsAinwrenduisudenwudmiumsuisannuanysalveoya lanouaues
ANuAeINsTesTaUA Beldsuannsaldnuroniunsls weliildnuannsansaasy
AMUANY IO BYaN 1IUNINT VDS Id FINAINANITNAAUTUTUNIUAULUY WU
UszdnSualunisnsiraeuauauysalvasdeya wazarunsainluldlalaedey msldanunie

Junaunsldnugenduasudenaudmiumsuisannuauysalvedoya

5. @3UNaN1599Y
asUnaildlumsiamunszuuudenuudmiumsuisamuauysoivedoya vden
udmiumsndsaanuanysaivesdoyafivhmsiauntuiu Tussuuhauludnualves
@srlnosuvaduansaru Idun druvesszuy wagdmvowldon druvessuutuagriing
Buszuuveslusunsunsiauvesudenisunaznsiienveaniesneuiimesdsiudeyats
fulaemsraaeuvesyanaiisunsdoussluszuuioniwuisuinsairsudeniidideya

wazilu@eusioluvdenau diuvesd it gldnuaiuisaduiindayau Document,

'
=

Software, Image, Video, Zip 1Jusu wethlUldnsisgeuanuanysaivesdoyad gldaunse

=

v v Y] I3 = I3
G]i’J‘i]ﬂE]UVLgfIﬂEJﬂWiISU Hash ID “ZJEN“UE]ll’m/l‘Uu‘Vlﬂﬁﬂu‘U’ﬁE)ﬂL?JUiJ’]LiEIﬂ@Jﬂ’J']ﬂJﬁ@Jyﬁm WNeN9

kY

'1/1maamz‘uuwudﬂmmaamaammaugizﬁmaﬁa;ﬂagﬂﬁm
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